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Security & Trust Issues: Supply Chain
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3PIP providers

Working under aggressive schedules → design mistakes, poor IP validation

Can insert malicious implants (hardware Trojans)

CAD tools

Not equipped with understanding security vulnerabilities

Vulnerabilities during optimization, synthesis, DFT, etc.

Foundry

Access to the entire design → hardware Trojan, Counterfeit

Counterfeits →  low-quality clones, overproduced chips in untrusted foundry
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Traditional Security Verification Approaches
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Limitations

• Incomplete Verification

• Less trustworthiness

No Golden 

Benchmarks
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Motivation

Verification Method Scalability Adaptability Automation

Assertion-based 

Verification (Formal)

Moderate Low Low

Information Flow Tracking Very Low Moderate High

Fuzzing and Penetration 

Test

High Low High

Simulation Low Very Low Low

Existing solutions to SoC security verification

➢ based on manual, ad-hoc strategies and limited sets of security properties and rules

➢ struggle with scalability, comprehensiveness, and adaptability

➢ come short in database creation, benchmarking, and countermeasure development
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Natural language understanding, advanced reasoning, and knowledge transfer 
capabilities

Analyze design documentation and codebases to learn the specific 
characteristics of one design 

Apply learned knowledge to another design potentially revealing security 
weaknesses that are not immediately apparent

Automate parts of the verification process, significantly reducing the need for manual 
analysis 

Why LLM in SoC Security Verification?

https://arxiv.org/abs/2310.06046
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https://arxiv.org/abs/2310.06046
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LLM

Most of the open-source 

LLM   fail to analyze 

large Verilog modules 

because of token 

limitation

Security reviews are not 

good enough

LLMs fail to perform 

fine-grained security 

analysis

Large SoC Design

Challenges in SoC Security Analysis with LLM
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Contribution
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➢ Introduces the first LLM-based framework for security verification of large-scale SoC 

designs.

➢ Overcomes LLM limitations such as token constraints and context memorization through 

modular processing.

➢ Enables end-to-end identification of security bugs across complex RTL structures.

➢ Builds a comprehensive security policy database from threat model-driven analysis.

➢ Demonstrates superior performance on buggy SoC benchmarks compared to existing 

verification techniques.
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SoCureLLM Framework

• An LLM-driven Approach for Large-Scale System-on-Chip Security Verification and Policy 

Generation
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Prompting Strategies
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List of Security Bugs
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Vuln. Vuln. Name with CWE ID

V1 CWE-1198: Improper handling of privilege issues

V2 CWE-269: Improper privilege level during interrupt handling

V3 CWE-1245: Incorrect FSM transition logic

V4 CWE-1260: Overlapping between memory ranges

V5 CWE 190- Integer Overflow or Wraparound

V6 CWE-506: Hardware trojan inside the decoder module

V7 CWE-310: Trojan in AES for information leakage

V8 CWE-310: Trojan in AES for denial of service

V9 CWE-1244: Unlocking JTAG during reset 

V10 CWE-310: Trojan in CSR module unauthorized access

V11 CWE-321: Use of hardcoded cryptographic key 

V12 CWE-250: Improper trap privilege assignment

V13 CWE-284: Improper direct memory access

V14 CWE-1271: Unauthorized access to important registers
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Case Study 
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SoCureLLM: Experimental Results
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SoCureLLM: Experimental Results
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SoCureLLM: Policy Generation
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Key Takeaways

• Automated and Adaptable Implementation: SoCureLLM simplifies security 

validation by using consistent prompting strategies, reducing manual intervention 

and easily adapting to new vulnerabilities without structural changes.

• Scalability for Large Designs: The framework uses rule-based partitioning and 

iterative decomposition to effectively handle complex, large-scale SoC designs.

• LLM-Agnostic Compatibility: Designed to work with both open-source and 

proprietary LLMs, SoCureLLM ensures platform flexibility and broader applicability.

• Controlled Output Variability: By using a consistently low temperature setting, 

the framework ensures deterministic LLM responses.
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Thank You!
Questions?
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